
Analysis of Implementing
Integrated Systems
PURPOSE
Analyze the current state of medical device integration. 

Quantify the potential benefits on efficiency, patient safety, quality of care.

Assess the potential savings of adopting interoperability standards.

BACKGROUND
Kaiser Permanente is the nation’s largest non-profit HMO 

8.4 million members, in 9 states and the District of Columbia

30 Hospitals, 431 outpatient clinics

300,000 pieces of medical equipment

Multi-billion dollar network wide electronic medical record (EMR) system

METHODS
  • Examined the national medical device inventory (300,000+ devices)

  • Excluded laboratory and imaging equipment (except ultrasound)

  • Classified each device into ECRI device categories

  • Analyzed each category initially for the clinical need for interoperability

    (e.g. Do you need to connect a cast saw to the network?)

  • Evaluated each category which had quantifiable data for the following: 

         > Number of devices

         > Model and manufacturer variations

         > Type of data I/O

         > Storage capabilities

         > Real time capabilities

         > Current communication methods 

         > Hardware and software requirements

         > Built-in safety features

         > HIPAA concerns and safeguards

         > Connectivity requirements (e.g. EMR)

         > Projected volume increase – based on changing population and acuity

         > Relationship of connectivity to quality of care and patient safety

         > Conformance to interoperability standards 

         > Timing and syncing requirements

         > Impact on patient safety

         > Safety interlock and closed loop control (“smart system”) requirements

  • The following areas were evaluated

         > Impact on quality of care

         > Impact on implementation costs

         > Impact on infrastructure and facility design

Kaiser Permanente’s

RESULTS    

  • 36 Medical device types were identified to have potential interoperability requirements. 

  • Over $100M annually is projected to update devices and infrastructure to achieve EMR

     connectivity over the next 10 years.

IMPACT OF INTEROPERABILITY ON EFFICIENCY, PATIENT 
SAFETY, AND QUALITY OF CARE
  • On an average patient visit to an outpatient clinic, the staff spends five minutes

     obtaining patient information and five minutes transcribing this information. Eliminating

     the transcription time through interoperability will save five minutes per patient of

     clinical time.  

  • A physician spends five minutes reviewing this information. With the implementation of

     interoperability, a saving of two minutes per patient could be achieved.  

  • In the inpatient setting, this device/EMR automatic charting and analysis of vital signs and

     related procedure information is expected to save 50% of support staff’s charting

     time and 20% of practitioner charting time.

  • By eliminating transcription and reading errors, more accurate data will be recorded to the EMR.  

  • Data can be accessed almost instantly throughout the healthcare enterprise. 

  • Interoperability will enable enhanced decision support capabilities. 

CONCLUSIONS AND NOTES
The results of this study are being combined with a facility and infrastructure study to

determine the requirements to implement interoperable systems.

Medical device and EMR integration is necessary for improved efficiency, patient safety, and 

improved quality of care.

The cost to integrate medical devices is currently ~40% of the cost of the devices,  or ~$40M 

annually over 10 years.

Utilizing a device communication standard will reduce implementation costs by up to 30%,

or ~$12M annually. 

IMPACT OF ANALYSIS
Contract language has now been stipulated in equipment purchasing contracts to state:

“Medical Device Plug and Play.  Supplier agrees to participate with [Kaiser] in the

development of a medical device plug and play integration standard (the ‘Integration 

Standard’), and where, in Supplier's sole judgment, it determines participation to be 

commercially, legally, practically, and otherwise viable, will make reasonable efforts to 

conform to the Integration Standard when approved and formulated by the parties in 

writing.  Until the Integration Standard is approved and formulated by the parties in writing, 

Supplier intends to continue, in its sole judgment and so long as it continues to be 

commercially, legally, practically, and otherwise viable, to provide open interfacing protocols 

to enable third parties and  end users to access data from its Products, as defined in the 

Agreement …

As part of the acceptance testing process, and once there is an agreed Integration Standard 

between Supplier and the [Kaiser] Customers for the testing, Supplier must demonstrate this 

successful interoperability of the Products with the EMR system and must have such

interoperability tested and verified at either the [MD PnP Lab at the]  Center for Integration 

of Medicine and Innovative Technology (CIMIT) and/or Kaiser's Sidney Garfield Center.  

Supplier may use an independent lab for the testing, only with the prior approval of the 

[Kaiser] Customers.” 

 

Kaiser is currently exploring ways to actively integrate legacy systems via a similar method.

Kaiser is dedicating resources to participation in standards based work and interoperability.

KEY TO TABLE
Connectivity Requirements:

E = interoperable with electronic medical record

S = interoperable with data storage system

B = interoperable with another device

Conformance to Interoperability Standards: 

1–  100% open source communication standard

2 –  Proprietary communication to 3rd party storage system

3 –  Proprietary communication with vendor storage system

4 –  No communication but device contains hardware

5 –  No interoperability

Quality issues / Risk / Safety issues (QRS): Equipment availability allowing adherence to 

evidence-based medicine clinical practice guidelines or emergency care needs; Now/5 Yrs; 

1=high; 5=low / Equipment related to adverse events or malpractice related-national patient 

safety focus. 

Device Type

Device
Category

(Diagnostic,
Therapeutic / 

Treatment,
Monitoring) Input Output File Format Connectivity

Estimated
File Size per 
Exam Alarms PHI

Population
growth over 

5 years

Acuity
Growth
over 5 
years

Interoperability
Rating

Qualtity Issues: 
Equipment
availability
allowing
adherence to EBM 
clinical practice 
guidelines & 
pathways
Now/5yrs 1= high, 
5 = low

Risk / Safety 
Issues: Equipment 
Related to 
Adverse Events-
Malpractice
Related National 
Patient Safety 
Focus

Timing and Syncing 
Requirements

Future
Requirements

Data Type
Required           1) 
Alarm Data (A), 2) 
Real Time 
Continous (R), 3) 
Parametric / 
Discrete (D),    4) 
Non-Real Time (NR)

Anesthesia Units T control panel display none none N/A yes no 25% 0% 2 1 / 1 1 / 1

Sync with 
Physiological
Monitors, Ventilators

Alarms, Drug 
Allergy Feedback A, R, D, NR

Defibrillator-Monitors T Analog

Display,
Printout,
Compact
Flash unknown none N/A yes none 25% -10% 5

1 / 1
(quality requirement is 
and remains high for 
emergency response}

1 / 1
(an ongoing issue 

met by regular
nursing defib QA; 

increasing numbers 
of non-transmitting 
AEDs will improve

safety of emergency 
response)

physiological
monitoring systems

Alarms, change of 
vitals range A, R, D, NR

ECG D, M

Analog, Keyboard,
Barcode, Magnetic 
Card

Digital,
Display,
Printer,
PCMCIA XML

PCMCIA, IEEE 
802.3,
Wireless
(optional), .85 MB yes yes 25% 20% 2 1 / 1 1 / 1

physiological
monitoring systems, 
imaging systems

Alarms, change 
from normal range D, NR

Electroencephalographs
(EEG) D

Keyboard, Mouse,
Analog, 8 Hi Level 
non-isolated
inputs for 
connection of 
external devices

Display, hard
disk, floppy,
CD, DVD, 
printer proprietary

Ethernet,
modem,
HL/7
compatible
though
VDEX-V Link MB none yes 25% 20% 3 2 / 2 2 / 2

physiological
monitoring systems, 
imaging systems

Alarms, change 
from normal range A, R, D, NR

Pacemaker, Cardiac, External T Analog Display none none N/A none none 25% 10% 5 1 / 1 1 / 1

physiological
monitoring systems, 
infusion system

alarms, changes in 
physiological data A, R, NR

Physio Monitor,Stress
Exercise D Keyboard, Analog

Display,
Printout

no standard
determined unknown MB yes yes 25% 10% 3 2 / 2 2 / 2

physiological
monitoring systems, 
imaging systems, 
infusion systems

alarms, changes in 
physiological data A, R, D, NR

Pulmonary Function M Analog Digital File txt, XML RJ232 KB no yes 25% 10% 3 3 / 3 3 / 3 none none D, NR

Recorder, LongTerm, ECG, 
Portable D/M

Analog, data 
entered from
central
workstation

data
transferred
to central 
workstation.
Data is then 
stored on PC proprietary Ethernet MB no yes 25% 20% 3 2 / 2 2 / 2 none none A, R, D, NR

Spirometers D Analog Digital Txt Ethernet MB no yes 25% 10% 3 3 / 3 3 / 3 none none D, NR

Ultrasound D

Analog/Digital,
Keyboard, MCR, 
802.3

Optical Disk, 
Printer,
Video, 802.3 DICOM

802.3, PACS
capable 200 MB yes 25% 30% 3 3 / 2 3 / 2

physiological
monitoring systems, 
imaging systems, 
infusion systems

alarms, changes in 
physiological data D, NR

Ventilators T

Touch Screen,
Analog/Digital Display None None None yes yes 25% 10% 5 2 / 2 1 / 1

physiological
monitoring systems, 
imaging systems, 
infusion systems, 
anesthesia units

alarms, changes in 
physiological data A, R, D, NR

CO2 monitor M Analog Display None None N/A yes no 25% 0% 5 2 / 2 2 / 2

Syncing with other 
devices, and EMR

Smart Alarms, 
Inter-Device
operability, smart 
event occurrence A, R, D, NR

Monitor, Fetal Heart Rate D,M

Analog, Keyboard,
Barcode, Magnetic 
Card

Digital,
Display,
Printer,
PCMCIA XML

PCMCIA, IEEE 
802.3,
Wireless
(optional), .85 MB yes yes 25% 20% 3 1 / 1 1 / 1

Syncing with other 
devices, and EMR

Smart Alarms, 
Inter-Device
operability, smart 
event occurrence
storage A, R, D, NR

Physiologic Monitoring 
Systems M Analog

Telemetry,
Display,
Printer N/A

Telemetry
Capability MB/Hour yes yes 25% 15% 3 1 / 1 1 / 1

Time Date Stamp, 
Syncing with EMR 
upon use, Transmittal
of Data in real time 
and non-realtime

Smart Alarms, 
Inter-Device
operability, smart 
event occurrence
storage A, R, D, NR

Vital Signs Monitors D Analog Digital N/A None

yes, when in 
interval
measuremen
t mode no 5 1 / 1 1 / 1

Time Date Stamp, 
Syncing with EMR 
upon use, Transmittal
of Data in real time 
and non-realtime

Feedback loop 
with EMR 
generating an 
alarm if current
measurement is 
varied by x A, D

Pressure Monitors, Airway M Analog Display N/A none

KB
nonconti
nous none no 25% 0% 5 2 / 2 2 / 2

Syncing with other 
devices, and EMR

Feedback loop 
with EMR 
generating an 
alarm if current
measurement is A, R, D, NR

Pulse Oximetry M Analog Display N/A none KB none no 25% 10% 5 2 / 2 2 / 2

Syncing with other 
devices, and EMR

Feedback loop 
with EMR 
generating an 
alarm if current
measurement is A, R, D, NR

Monitor, Hemodialysis M Analog Display N/A none

KB
nonconti
nous none no 25% 10% 5 2 / 2 2 / 2

Syncing with other 
devices, and EMR

Feedback loop 
with EMR 
generating an 
alarm if current
measurement is A, R, D, NR

Infusion Pump T

Keypad,
Analog/Digital Display limited

Telemetry
Capability or 
limited
pumps

Freeflow,
Shutoff, Air 
in line no 25% 10% 3.5 2 / 2

2 / 2 (national
patient safety focus 

on clinical alarms and 
infusion pumps 

specifically)

physiological
monitoring systems, 
imaging systems, 
infusion systems, 
anesthesia units, EMR

alarms, changes in 
physiological data, 
drug allergy data, 
verification of 
other physiological 
events and 
feedback to pump, 
episodic device 
event logging A, R, D, NR

Infusion Pumps, Patient-
Controlled T Keypad Display N/A none MB/Hour

Freeflow,
Shutoff, Air 
in line no 25% 15% 5 2 / 2 2 / 2

physiological
monitoring systems, 
imaging systems, 
infusion systems, 
anesthesia units, EMR

alarms, changes in 
physiological data, 
drug allergy data, 
verification of 
other physiological 
events and 
feedback to pump A, R, D, NR

SELECTION OF INDIVIDUAL DEVICE ANALYSIS

MD PnP
Getting connected for patient safety


